
Chapter 11

Copyright © The McGraw-Hill Companies, Inc. Permission required for reproduction or display.

Message Integrity

and

Message Authentication



1111--1   1   MESSAGE INTEGRITYMESSAGE INTEGRITY

TheThe cryptographycryptography systemssystems thatthat wewe havehave studiedstudied soso

farfar provideprovide secrecy,secrecy, oror confidentiality,confidentiality, butbut notnot

integrityintegrity.. However,However, therethere areare occasionsoccasions wherewhere wewe

maymay notnot eveneven needneed secrecysecrecy butbut insteadinstead mustmust havehave

integrityintegrity..integrityintegrity..

11.1 Document and Fingerprint

11.2 Message and Message Digest

11.3 Difference

11.4 Checking Integrity

11.5 Cryptographic Hash Function Criteria

Topics discussed in this section:Topics discussed in this section:



One way to preserve the integrity of a document is

through the use of a fingerprint. If Alice needs to be

sure that the contents of her document will not be

changed, she can put her fingerprint at the bottom of

the document.

11.1.1  Document and Fingerprint



The electronic equivalent of the document and

fingerprint pair is the message and digest pair.

11.1.2  Message and Message Digest

Figure 11.1  Message and digest



The two pairs (document / fingerprint) and (message /

message digest) are similar, with some differences. The

document and fingerprint are physically linked

together. The message and message digest can be

unlinked separately, and, most importantly, the

message digest needs to be safe from change.

11.1.3  Difference

message digest needs to be safe from change.

The message digest needs to be safe from change.

Note



11.1.4  Checking Integrity

Figure 11.2  Checking integrity



A cryptographic hash function must satisfy three 

criteria:

� Preimage Resistance.

� Second Preimage Resistance.

11.1.5  Cryptographic Hash Function Criteria

� Second Preimage Resistance.

� Collision Resistance.



Preimage Resistance: The hash function must be a one-way

function: For any given code h, it is computationally infeasible to

find h-1.

11.1.5  Continued

Figure 11.4  PreimageFigure 11.4  Preimage



11.1.5 Continued

Can we use a conventional lossless compression method such as

StuffIt as a cryptographic hash function?

Example 11.1

Solution

We cannot. A lossless compression method creates a compressed

message that is reversible.message that is reversible.



Second Preimage Resistance

11.1.5  Continued

Figure 11.5  Second preimage



Collision Resistance

11.1.5  Continued

Figure 11.6  Collision



1111--3   3   MESSAGE AUTHENTICATIONMESSAGE AUTHENTICATION

AA messagemessage digestdigest doesdoes notnot authenticateauthenticate thethe sendersender ofof

thethe messagemessage.. ToTo provideprovide messagemessage authentication,authentication,

AliceAlice needsneeds toto provideprovide proofproof thatthat itit isis AliceAlice sendingsending

thethe messagemessage andand notnot anan impostorimpostor.. TheThe digestdigest createdcreated

byby aa cryptographiccryptographic hashhash functionfunction isis normallynormally calledcalledbyby aa cryptographiccryptographic hashhash functionfunction isis normallynormally calledcalled

aa modificationmodification detectiondetection codecode (MDC)(MDC).. WhatWhat wewe needneed

forfor messagemessage authenticationauthentication isis aa messagemessage

authenticationauthentication codecode (MAC)(MAC)..

11.3.1 Modification Detection Code (MDC)

11.3.2 Message Authentication Code (MAC)

Topics discussed in this section:Topics discussed in this section:



A modification detection code (MDC) is a message

digest that can prove the integrity of the message: that

message has not been changed. If Alice needs to send a

message to Bob and be sure that the message will not

change during transmission, Alice can create a message

digest, MDC, and send both the message and the MDC

11.3.1  Modification Detection Code (MDC)

digest, MDC, and send both the message and the MDC

to Bob. Bob can create a new MDC from the message

and compare the received MDC and the new MDC. If

they are the same, the message has not been changed.



11.3.1  Continued

Figure 11.9  Modification detection code (MDC)



11.3.2  Message Authentication Code (MAC)

Figure 11.10  Message authentication code

The difference between MDC and MAC is that the second include 
A secrete between Alice and Bob.



11.3.2  Continued

MAC Security

How can Eve forge a message without having the key?
1. If size of the key allows exhaustive search, Eve may try all 

possible keys to digest the message.
2. Use preimage attack.
3. Given some pairs of messages and their MACs, Eve can

The security of a MAC depends on the security of 

the underlying hash algorithm.

Note

3. Given some pairs of messages and their MACs, Eve can
manipulate them to come up with a new message and its digest.



Nested MAC

11.3.2  Continued

Figure 11.11  Nested MAC

To improve MAC security, nested MACs were designed in 
which hashing is performed twice. 



Chapter 12

12.18

Copyright © The McGraw-Hill Companies, Inc. Permission required for reproduction or display.

Cryptographic 

Hash Functions



1212--1   1   INTRODUCTIONINTRODUCTION

AA cryptographiccryptographic hashhash functionfunction takestakes aa messagemessage ofof

arbitraryarbitrary lengthlength andand createscreates aa messagemessage digestdigest ofof

fixedfixed length,length, alsoalso calledcalled hashhash..

12.19

Goals of Hashing Cryptography

Iterated Hash Function

Two Groups of Compression Functions

Topics discussed in this section:Topics discussed in this section:



Goals of Hashing Cryptography

HashingHashing cryptographycryptography isis usedused toto provideprovide integrity,integrity, toto ensureensure thatthat

informationinformation hashas notnot beenbeen alteredaltered byby anan unauthorizedunauthorized personperson oror

maliciousmalicious softwaresoftware..

ExampleExample:: ManMan--inin--thethe--middlemiddle attackattack defeateddefeated byby hashinghashing

12.20

TheThe messagemessage andand itsits digestdigest areare sentsent toto thethe receiverreceiver toto verifyverify thethe
integrityintegrity..



Goals of Hashing Cryptography

12.21



12.1.1  Iterated Hash Function

Merkle-Damgard Scheme

Figure 12.1  Merkle-Damgard scheme

12.22



1. The compression function is made from scratch:

� Message Digest (MD) Algorithm: three versions (MD2,

MD4, MD5)

� Secure Hash Algorithm (SHA): More secure than MD.

� SHA-1

Patterned after MD4, but creates a hash that is 160 bits 

12.1.2  Two Groups of Compression Functions

12.23

� Patterned after MD4, but creates a hash that is 160 bits 

in length instead of 128 bits

� SHA-2

� Comprised of four variations, known as SHA-224, 

SHA-256, SHA-384, and SHA-512



12.1.2  Two Groups of Compression Functions

12.24



12.1.2  Two Groups of Compression Functions

2. A symmetric-key block cipher serves as a compression

function:

� Whirlpool

�A relatively recent cryptographic hash function.

� Has received international recognition and adoption by 

standards organizations.

12.25

standards organizations.

� Creates a hash of 512 bits.



Rabin Scheme

12.1.2  Continued

Figure 12.2  Rabin scheme
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Davies-Meyer Scheme

12.1.2  Continued

Figure 12.3  Davies-Meyer scheme
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Matyas-Meyer-Oseas Scheme

12.1.2  Continued

Figure 12.4  Matyas-Meyer-Oseas scheme
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Miyaguchi-Preneel Scheme

12.1.2  Continued

Figure 12.5  Miyaguchi-Preneel scheme
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Digital Signature



1313--1   1   COMPARISON

LetLet usus beginbegin byby lookinglooking atat thethe differencesdifferences betweenbetween

conventionalconventional signaturessignatures andand digitaldigital signaturessignatures..

13.31

13.1.1 Inclusion 

13.1.2 Verification Method 

13.1.3 Relationship 

13.1.4 Duplicity 

Topics discussed in this section:Topics discussed in this section:



A conventional signature is included in the document; it

is part of the document. But when we sign a document

digitally, we send the signature as a separate document.

13.1.1  Inclusion

13.32



For a conventional signature, when the recipient

receives a document, she compares the signature on the

document with the signature on file. For a digital

signature, the recipient receives the message and the

signature. The recipient needs to apply a verification

technique to the combination of the message and the

13.1.2  Verification Method

13.33

technique to the combination of the message and the

signature to verify the authenticity.



For a conventional signature, there is normally a one-

to-many relationship between a signature and

documents. For a digital signature, there is a one-to-one

relationship between a signature and a message.

13.1.3  Relationship

13.34



In conventional signature, a copy of the signed

document can be distinguished from the original one on

file. In digital signature, there is no such distinction

unless there is a factor of time on the document.

13.1.4  Duplicity

13.35



1313--2   2   PROCESS

FigureFigure 1313..11 showsshows thethe digitaldigital signaturesignature processprocess.. TheThe

sendersender usesuses aa signingsigning algorithmalgorithm toto signsign thethe messagemessage..

TheThe messagemessage andand thethe signaturesignature areare sentsent toto thethe

receiverreceiver.. TheThe receiverreceiver receivesreceives thethe messagemessage andand thethe

signaturesignature andand appliesapplies thethe verifyingverifying algorithmalgorithm toto thethe

13.36

signaturesignature andand appliesapplies thethe verifyingverifying algorithmalgorithm toto thethe

combinationcombination.. IfIf thethe resultresult isis true,true, thethe messagemessage isis

acceptedaccepted;; otherwise,otherwise, itit isis rejectedrejected..

13.2.1 Need for Keys

13.2.2 Signing the Digest

Topics discussed in this section:Topics discussed in this section:



1313--2   2   Continued

Figure 13.1  Digital signature process

13.37



13.2.1  Need for Keys

Figure 13.2  Adding key to the digital signature process

13.38

A digital signature  uses asymmetric-key 

cryptography (public-key cryptography).

The signer signs with her private key; the verifier 

verifies with the signer’s public key.

Note



13.2.1  Continued

A cryptosystem uses the private and public keys of 

the receiver: a digital signature uses the private and 

Note

13.39

the receiver: a digital signature uses the private and 

public keys of the sender.



13.2.2  Signing the Digest

Figure 13.3  Signing the digest
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1313--3   3   SERVICES

We discussed several security services in Chapter We discussed several security services in Chapter 1 1 

including message confidentiality, message including message confidentiality, message 

authentication, message integrity, and nonauthentication, message integrity, and non--

repudiation. A digital signature can directly provide repudiation. A digital signature can directly provide 

the last three; for message confidentiality we still the last three; for message confidentiality we still 

13.42

the last three; for message confidentiality we still the last three; for message confidentiality we still 

need encryption/decryption.need encryption/decryption.

13.3.1 Message Authentication

13.3.2 Message Integrity

13.3.3 Non-repudiation

13.3.4 Confidentiality

Topics discussed in this section:Topics discussed in this section:



A secure digital signature scheme, like a secure

conventional signature can provide message

authentication.

13.3.1  Message Authentication

Note

13.43

A digital signature provides message authentication.



The integrity of the message is preserved even if we sign

the whole message because we cannot get the same

signature if the message is changed.

13.3.2  Message Integrity

13.44

A digital signature provides message integrity.

Note



13.3.3  Non-repudiation

Figure 13.4  Using a trusted center for non-repudiation
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Non-repudiation can be provided using a trusted 

party.

Note



13.3.4  Confidentiality

Figure 13.5  Adding confidentiality to a digital signature scheme
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A digital signature does not provide privacy.

If there is a need for privacy, another layer of 

encryption/decryption must be applied.

Note
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